I-COUNT ServicePoint™ NETWORK

IOWA’S CONTINUUM OUTCOME AND UNIVERSAL NEED TOOLKIT

USER CONFIDENTIALITY AND RESPONSIBILITY CERTIFICATION

Iowa’s Homeless Information Management System
Provider Name: ______________________________________Project Name: ______________________________________
Contract Fiscal Year January 2016 thru December 2016
USER CONFIDENTIALITY AND RESPONSIBILITY AGREEMENT
Your User ID and Password give you access to the statewide ServicePoint™ software of the I-COUNT Network. Initial each item below to indicate your understanding and acceptance of the proper use of your User ID and password and your intention to comply with all elements of the Homeless Management Information System Data and Technical Standards Notice – published in the Federal Register on July 30, 2004 and revised July 2015 by the U. S. Department of Housing and Urban Development.   Failure to uphold the confidentiality and security standards set forth below is grounds for immediate termination from the Iowa Homeless Information Management System and forfeiture of grant funds if applicable.

_________
An I-COUNT Network “Notice of Data Collection” sign will be posted at any location that client intake activity occurs that is entered or will be entered into the ServicePoint™ system.

__________
This agency has a written privacy policy that includes the allowable uses and disclosures of protected personal information by this agency and it will be made available to the client upon request.

__________
If applicable, this agency has their privacy policies posted on their agency internet website.
__________
My ServicePoint™ User ID and Password are for my use only and must not be shared with anyone, including coworkers within my own agency.
__________
I will take all reasonable means to keep my User ID and Password physically secure.

__________
I understand that the only individuals who can view information in the ServicePoint™ system are authorized users and the Clients to whom the information pertains.

__________
I may only view, obtain, disclose, or use the database information that is necessary to perform my job.

__________
If I am logged into ServicePoint™ and must leave the work area where the computer is located, I must log-off of ServicePoint before leaving the work area. 
__________
I will attend any and all HMIS and related topic training sessions as required to ensure accurate and appropriate data entry and  use of the I-COUNT Network. 

__________
Any computer that has ServicePoint™ “open and running” shall never be left unattended.

__________
Any computer used to access ServicePoint™ must be located in a secure area that is not available for public access and use.
__________
Any computer that is used to access ServicePoint™ must be equipped with locking (password protected) screen savers.

__________
Any computer that is used to access ServicePoint™ must have virus protection software installed with auto-update functions.

__________
Any computer that is used to access ServicePoint™ must have software and/or hardware firewall protection.
__________
Failure to log off ServicePoint™ appropriately may result in a breach in client confidentiality and system security.

__________
Hard copies of Iowa ServicePoint information must be kept in a secure file.

__________
When hard copies of Iowa ServicePoint™ information are no longer needed, they must be properly destroyed to maintain confidentiality.

__________
If I notice or suspect a security breach, I must immediately notify the System Administrator - Institute for Community Alliances (ICA).

I understand and agree to comply with all the statements listed above. I further understand that at the time of program site visits conducted under the direction of Iowa Finance Authority or other applicable funder, our agency will be monitored for compliance with the I-COUNT Network management elements listed above. 

ServicePoint™ User (License Holder) Signature
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